
OSHTETO CHARTER TOWNSHIP BOARD
7275 West ain Street
Kalamazoo, l$l 49009

269.375.4260

Tuesday
January 23,2018

Township Board Meeting
IT Work Group

6:00 p.m.
AGENDA

Unfinished Business:
Rotating Schedule for Hardware Replacements

1. Call to Order

2. Public Comment

3. Discussion of Township lT

a. Telephone & Emergency Responder System Licenses & Budget Amendment

b. Website Service

c. Central Copier Replacement

d. Acceptable Use Policy

e. Social Media Subcommittee Update - Policy

f. Records Retention Subcommittee Update

g. Other lT Business

4. Public Comment

5. Adjournment



Policy for Public Comment
fownship Boa.d Regular Meetings, Planning Commission & ZBA Meetings

All public comment shall be received during one of the following portions of the Agenda of an open
meeting:

a. Citizen Comment on Non-Agenda ltems or Public Comment - while this is not intended to be a forum
for dialogue and/or debate, if a citizen inquiry can be answered succinctly and briefly, it will be

addressed or it may be delegated to the appropriate Township Official to respond at a later date.

b. After an agenda item is presented by staff and/or an applicant, public comment will be invited.
At the close of public comment there will be board discussion prior to call for a motion.

Anyone wishing to make a comment will be asked to come to the podium to facilitate the audio/visual
capabilities of the meeting room. Speakers will be invited to provide their name; it is not required
unless the speaker wishes to have their comment recorded in the minutes.

All public comment offered during public hearings shall be directed, and relevant, to the item of
business on which the public hearing is beinB conducted. Comment during the Public Comment or
Citizen Comment on Non-Agenda ltems may be directed to any issue.

All public comment shall be limited to four (4) minutes in duration unless special permission has been
granted in advance by the Supervisor or Chairperson of the meeting.

Public comment shall not be repetitive, slanderous, abusive, threatening, boisterous, or contrary to the
orderly conduct of business. The Supervisor or Chairperson of the meeting shall terminate any public
comment which is in contravention of any of the principles and procedures set forth herein.

Poliry for Public Comment
6:0O p,m, "Public Commenf/Portion of Township Board Meetings

At the commencement of the meeting, the Supervisor shall poll the members of the public who are
present to determine how many persons wish to make comments. The Supervisor shall allocate
maximum comment time among persons so identified based upon the total number of persons
indicating their wish to make public comments, but no longer than ten (10) minutes per person. Special
permission to extend the maximum comment time may be granted in advance by the Supervisor based
upon the topic of discussion.

while this is not intended to be a forum for dialogue and/or debate, if a citizen inquiry can be answered
succinctly and briefly, it will be addressed or it may be delegated to the appropriate Township Official to
respond at a later date.

Anyone wishing to make a comment will be asked to come to the podium to facilitate the audio/visual
capabilities of the meeting room. Speakers will be invited to provide their name; it is not required
unless the speaker wishes to have their comment recorded in the minutes.

Public comment shall not be repetitive, slanderous, abusive, threatening, boisterous, or contrary to the
orderly conduct of business. The Supervisor shall terminate any public comment which is in
contravention of any of the principles and procedures set forth herein.
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lT Committee

Jon Gibson and Nancy Culp

January'17,2018

OBJECTIVE
To extend the softrvare licenses and wananties ofthe Township phone system and
emergency responder program.

UND
It was brought to our attention in December that the sofi are licenses for our phone system
and emergency responder software will expire at the end of February and the hardwaie
wananties in April. The extension of the licenses and wananties covers the phone system and
emergency responder soft,\rare through the remaining 2 years, 4 months of their expected life
cycle. This licensing covers any softlvare patching, upgrades needed and technicai support.

INFO
e-mailfrom Jeny Minich, our Account Representative at Secant.

$rArErtrFNr gF E{AT you ARE ASK|NG BoARp ro AppRovE
Approval fom the lT Committee of a buaget-alustrnent in the arnou f $g,5SO.5O to extend
the soffware licenses and wananties for the phone system and emergency responder
softrare.

ClusrsDbE\4pDaa\Ld\Ln@ivia<&tys\t nprt, ht wt FiLs\CMkdLO I@*\375BAShDW,E liw 2o/|-.de,

subiect Extend LicensesMananties for Telephone and Emergency Responder systems

1



Nancy Culp

From:
Sent:
To:
Cc:
Subject:

Jerry Minich <jminich@secantcorp.com>
Wednesday, January 1Z 2018 1:51 pM

Jon Gibson
Nancy Culp
RE: Quote

Jon Nancy
CUWL Standard License - ECMU Support
COVERAGE: MARCH 1, 2018 To FEBRUARY 28, 2021
This is sonware support for the us€r licensing. lt coveG any sofrware patching, upgrades and rechnicat support . usually there |s one ormoE versionupgrades during the course of a vear ln the odginal sale, three years of coverage were inaudeo. ihis ados 3 years more coverage.

EMERGECNY RESPONDER ER License - ECMU Supporr
COVERAGE: MARCH 1,2018 TO FEBRUARY 28,2021
The Emergency Responder b the sofi,vare that prcvides location information to tie PSAP f,her 911 b diated. As you arc muttFsite it is requiEd by lawAgain this is sofiware support. lnitially the sale included three years of coverage. This adds lhr" ,o16 y""rs of *pport. -'- -- -' *-

BE6K.STBDL.SxSxrNBD
COVERAGE: APRIL 17, 2018 To AUGUST 30, 2o2o
This is hardware extended warranty for the call Manager seryer and soiwaE. original sale had three years coverage, this extends for2 yrs 4 Months. As this is a server warrang-coverage will only be available througi aoour a nve yeailii" 

"y"r". 
w" *irr need to reviewoptions for server replacement earlier in 2020.

c2901-CME-SRST/Kg - SXsXNBD
COVERAGE APRIL J7, 2OIS TO APRIL 16, 2021
This is hardware coverage for the Rouler Gateway that connecis all oflhe telephone lines and links behr€en sites.originally three years on thesale, this adds three years @verage.

Hope that helps

Jerry Minich Account Representative

Secant
6395 Technology Avenue
Kalamazoo, Ml 49009
Direct 269-488-8035 | Main 269-375-8996
www.seca ntcorp.com

From: Jon Gibson Imailto:isibson@scoro.net'l
Sent: Wednesday , lanuary L7 , Z}Lg LZ:52 pM

To: Jerry Minich <iminich @secantcorp.com>
Cc: Nancy Culp < oshtw shtemo.o
Subject: Fwd: Quote

Hi Jerry,
See Nancy's question below

Julie n

Sent from my iPhone

Begin forwarded message:

ls there a detail we can get on what each line item is for.
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Secant QUOTATION

6395 Technology Ave, Suite A
Kalamazoo Ml 49009

2693754996 or 1 -80047 54222

Quote Number
Salespelson

Date

Quote Tax Status
Terms

Page

PS- 2530
Minich J
12t08117

MI-NON Non Tax
NET 15

01 of 0l

?upardtot: OSHT2636

Oshtemo Charter Township
7275W. Main Street
Kalamazoo Ml 49009

llffigo&fuiloq9m1l
T/IXABLE C|IENTS: Comdiarce with Mlrigan Comprled Law 205.5'l
requir€s hat ta( be draged on lt€ pofton ol labff expend€d for
physid iNtalation ol equipment shown as induded wihin a project
That amount will be represented as a separate labor line.

Part Number Description OTY UOM Prico ExT. Price

Kit SmartNet

Kit Smadilet

Kit SmadNet

Kit SmartNet

Projecl Waranty ltems - SmartNet

CUWL Standard License - EC U Suryotl

COVERAGE: T ARCH L m18 TO FEBRUARY 28, 2021

Pojecl Wananty ltems - SmartNet

ErllERGElrCy RESPOTT DER Ucense - EC1IU Supput

COVERAGE ARCH 1, N18 fO FEBRUARY 28,2021

Projecl Warranty ltems - SmartNet

EE6X.SrBDt-Pt$Xts - SrSrltBD (SIID

COVERAGE APRIL 17,2018 TO AUGUST 30,2O2O

Projecl Wananty ltems - SmarlNet

C2$1-CtlE-SRSrlK9 . SrSxlVBD (SIY[

COVERACE APRIL 17, N18 fO APRIL 16, N21

52.00 Eact! $95.50 14,966.00

50.00 Each $4.90 t245.00

1.00 Each $879.50 3879.50

2,00 Each $1,230.00 S2,/060.fi,

Labor, vyhere estimated, will be invoiced +1.10% belore change oders.

DEPQSITS: A Sfi$ deposit is Bquired on alltransdions oEr $2500. To pl,r,e Wur pnjed into
ow scheduling qrcue and/ot aulhotize the ordeting ot equipmenl, pe-palment is rujUred for
clients with out a Secant Tems and Conditions on file.

CREDIT c/.RD: A hadling tee ol 3.5% will be applid to paly{rr,ents totaling norc than 92000.00.
(lnwices nay nol be bnken up)

Subtotal :

Tax :

Quoted Total :

$8,ss0.50
$0.00

$8,550.50

0qto, lloab:269-3754222

gfri. &ut b oalid lot N da!..

AuoUatnAtdCg;
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Memorandum
Date: l/18/2018

To: Oshtemo IT Group

From: Amanda McMillon, Deputy Clerk

Subject: Website Hosting & Design

Obiective:

To provide the IT Committee with information regarding website hosting and a possible design option to
discuss.

Background:

Our current website designer and host, Kelly White Designs, is keeping us on for web hosting at S 15.00
per month. She could not provide us with the name ofa company for website design, but she did state that
she has worked with freelance designers through the website, Upwork.com.

Upwork.com matches companies with fieelancers based on the project's specific needs and the freelance
candidate's skills. A job post would be created for the work desired, with the specific programs and skill
level needed. It should be detailed, organized and thorough. Also in the post, rate of pay for the project
needs to be addressed.

7275 W. Main Street
Kalarnazoo, MI 49009

(269) 216-5220
Fax (269) 375-7180
\^,llr'w.oshtemo.orq

esr. 1839

Once thejob is posted then it will match thejob to freelance candidates. Each candidate has a profile to
review oftheir qualifications and past projects. Then invite the best candidates to submit bids for review.
Once a freelancer is chosen, then communication about the project occurs between the two parties.
Payment of services occurs through Upwork.com.

If we find a candidate that we like after using them through Upwork.com, we could communicate with
them directly for additional projects.
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Memorandum

Date:

To:

From:

Su bject:

Thursday, January I 8, 201 8

Oshtemo IT Group

Grant Taylor, Deputy Treasurer

Township Copier and Scanner

Background: The IT Group has been tasked to evaluate the cost difference between purchasing and leasing a
new copy machine. Township staffhas received quotes from five different vendors.

AOS: Sharp MX-5050N - Lease Option $244.74 a month, with a minimum service cost of $461 .21, overages
are billed at $.00748 per B&W and $.051 75 per Color.

Cornerrtone: Sharp MX-6050N - Lease Option $62.58 a month, with a service cost of M74.67 , overages are
billed at $.006 per B&W and $.055 per Color.

Hasselbring Clark:

5506ACT Toshiba - Lease Option $192.97 a month, with a service cost of$442.34, overages are billed at
$.007 per B&W and $.049 per color.

Adams Remco: Skip Shaw - Toshiba 6506ACT - Lease option 5259.90 a month, with a service cost of
$359.47, overages are bill at .0065 per B&W and $.043 per color.

7275 W. Main St.
Kalamazoo. MI 49009

(269',) 3754260
www.oshtemo.org

Attached:
Worksh€€t with breakdown ofquote

V,C,

Qigg@ To give the IT Group options on a new contract for the township copier.

C5560i Canon Lease option $192.97 a month, with a $415.89 a month service cos! overages are billed at
$.006 per B&W and $.047 per color.

Canon: Mike Metzger - Canon ImageRunner AC7565i Lease option $276.80 a month, with a service cost
of$374.20, overages are billed at $.0059 per B&W and $.035 per color.
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Electronic Tablet Acceptable Usage Policy Oshtemo Township

Oshtemo Township recognizes the benefits of utilizing digital communication and information. This policy is
to ensure the Users of the tablet acknowledge, understand, and respect the tablet, lnternet, and this Usage

Policy.

SCOPE: This policy applies to elected officials, commissioners, and staff of Oshtemo Township who are issued
a tablet by the Township.

POLICY:

It is the policy of Oshtemo Township to provide tablet devices to the Township's elected officials for the
duration of their terms, and/or other commissioners or staff during their tenure when deemed appropriate.
The tablet, lnternet, and email access that the Township provides to Users are tools for conducting Township
business. All of the Township's computer systems, including the tablet, are considered public prop€rty. The
tablet, lnternet, and email activities will be traceable to the Township and will impact the reputation of the
Township. ln addition to this policy, users shallfollow the Township Social Media Policy.

PROCEDURES:

,. Receipt oftablet. lnformation Technology (lT) Director will issue to each user a tablet for use relating to
Township business. The Township will direct all of its email and other electronic transmissions for a User to
the User's Township email address. Each user will be responsible for returning the tablet to the lT Director to
conduct updates when necessary.

2. Care of the Tablet. Users are responsible for the general care of the tablet and accessories. Tablets and
equipment must remain free of any writing, drawing, stickers, or labels that are not the property of the
Township. Tablets must be kept inside the provided case at alltimes. Only a clean, soft cloth should be used
to clean the screen.

The Township is the sole licensee of the software included with a tablet. Any copying, modification, or
distribution of any software by the User is prohibited. The User is responsible for complying with any and all
hardware, software, service provider licensing agreements and applicable state and federal copyright and
other intellectual property protections.

A User may not download a file or open an email attachment unless the User knows that the file or
attachment comes from a trustworthy source. Downloaded files and attachments may contain viruses or
hostile applications that could damage or breach the security of the Township's information systems.

7,4 ,

3. Softwate on the Tablet, The software and applications installed by the Township must remain on the
tablet in usable condition and be readily accessible at alltimes. The Township may require Users to check in
their tablets to add or upgrade software or for periodic updates and syncing. ln the event it becomes
necessary to restore a tablet to its original condition, the Township will not be responsible for the loss of any
personal software or data deleted due to a re-format and/or re-image.

Any software, email messages, or files downloaded via the lnternet into the Township system become the
property of the Township.



4, life of the tablet. The technological life of the tablet is estimated at three years; therefore, the tablets will
be assessed every three years and, if authorized through the budgeting process, the Township will purchase

upgraded devices. Replacement or upgrade decisions shall be made by Township staff.

5. WARNING - NO PRIVACY. All software and data (including, and without limitation, email, calendars,
downloaded files, and web browsing history) stored on Township-issued devices are subject to disclosure
under State and Township public records laws or for litigation purposes, unless a privilege or exception exists
that justifies withholding the information.

7. Email Usage for Township Business. A User shall use his or her assigned Township email account for all
email related to Township business. Emails sent or received on a User/s Township email account are retained
by the Township. This account shall be synced to the User's individual tablet.

8. Acceptable Use. The tablet, lnternet, and email access that the Township provides to Users will be
primarily for Township business related purposes, such as to review Township Board and Committee agenda
materials and obtain useful information for Township-related business. Oshtemo Social Media Policy shall be
followed.

9, Use, Responsibility. lt is the responsibility of the User to ensure the Township-provided tablet is kept in a
reasonable and safe condition. Tablets that are damaged or destroyed through intentional, reckless or
negligent misuse must be repaired or replaced at the User's expense

10. Security ofthe tablet. The User is responsible for the security of all data stored on the tablet, whether
related to Township business or otherwise. The User will maintain appropriate password protection, and will
not delete or modify any security features that the Township loads on the tablet. A User shall notify the lT
Director as soon as possible if the tablet is lost or stolen.

11, Return of the tablet. Users shall return their tablet to the lT Coordinator or department designee when
the User's term of service or employment has ended. Upon return, the tablet will be wiped clean of any and
all information, and issued to the User's successor.

12. Compliance with Policy. The Township reserves the right to inspect any and allfiles stored on any and all
tablets that are the property of the Township in order to ensure compliance with this policy. Any violation of
this policy by employees may result in discipline as deemed appropriate.

13. Annual Review Date/Lead Review Department. The lT Group will review this document periodically for
any needed revisions.

Acknowledgement
I certify that I have read the Tablet Acceptable Usage Policy and I will adhere to the policy as stated
above.

14. Acceptable Use Policy. All users will sign the Township's Tablet Usage Policy prior to receiving a tablet.
No communication between any member of a public body ofthe Township and another member ofthat
public body or any third party which involve deliberation of a public issue which should only take place in an
open meeting.

Name and Date



Oshtemo Township encourages the use of social media, social networking sites, and
emerging web tools to enhance transparency, commuinication, customer service, collaboration, and
information exchange amoung the Township and the public. This Social Media Policy ("Policy")
applies to all existing and future ways that an Oshtemo Charter Township ("Township") Employee or
Official can post information of any kind on the Internet and/or social media. This Poliry is
intended to cover all publically accessible posting of information by a Township Employee or
Public OIlicial to any and all websites, applications, or media sharing services.

Please read this Policy in conjunction with the Township's Emplol,ee Handbook and related
policies. Ifyou have a question about this or any other policy or a question regarding its application,
contact the Township Supervisor or your direct manager for advice. This Policy is intended to
recognize both your interests, and those of the Township. Violation of this Policy may result in
discipline up to and including termination.

As an individual, your personal utilization of social media may include personal (non-
professional), incidentally professional, and/or Township-related posting. This Social Media Policy
applies to your posting of materials both on and off Township time, even when you are not utilizing
Township resources.

l. Ollicial Townshio Accounts- The Township will establish official social
media accounts. Omcial accounts are the sole property ofthe Township, and shall not be used in
any way, or by any Employee or Official, not authorized by the Township Board. Specific terms
for the appropriate use of these accounts are covered under "Township Account Contenl and
Responsiveness to Social Media Posls."

2. Personal Emnlovee Accounts- Personal social media accounts of Employees and/or
Officials that do not represent the Township are the property of the individual Employee or
Official creating the profile on the social media platform. When using your personal account, do
not attribute any content to the Township . Emolovees are exoresslv orohibited from usins a
Townshio email address in creatins or m intainins a oersonal social media account. When usins
Dersonal or camoaien-related social media accounts, Officials must ensure that Dosts do not have
the a f ffi content.

3. Harassment. Intimidation. and Inaoorooriate Content- The online activities ofTownship
Employees and Officials should not negatively impact the individual's job performance, that ofa
co-worker, or members ofthe public served by the Township. Township Employees and Oflicials
are expected to follow the same principles and guidelines found in the Employee Handbook
when conducting themselves online. The Township strongly discourages Employees and
Officials from: creating or distributing lewd or profane materialt using ethnic/racial slurs,
personal insults, or derogatory language which would not be appropriate in the workplace or a
public meeting; links to any content that disparages the Township or its Employees; links to any
profane, illegal, discriminatory, or other content that would be inappropriate in the workplace or
public meeting; posting information which would compromise the safety/security of the
Township, or provide information which is not yet publically available; and promoting consumer

I

Osnrruo Cnqnrrn rowxsrm
DRAFT- Socr,c.r MroH POLICY

Ownershio and Social Netn'orkins Activities



All Township policies related to nondisclosure of confidential or proprietary information
apply to postings to social media. Do not post intemal reports, policies, procedures, intemal business-
related documents, or other similar confidential information to any web platform or application
without authorization.

Be Honest and Accurate

Any social media content you post should always be an honest and accurate accounting of
information or news. If you make a mistake, correct it quickly. Be open about any previous posts you
have altered. Remember, the Intemet archives almost everlthing- deleted content can be searched
and retrieved. Never post any information or rumors that you know to be false.

Media Contacts

Employees should not speak to the media on the Township's behalf without permission. All
media inquiries should be directed to the Township Supervisor, or her/his designee.

The Township prohibits taking negative action against any Employee for reporting a possible
deviation from this Policy or for cooperating in an investigation. Any Employee who retaliates
against another employee (l) for reporting a possible deviation from this Policy, or (2) for
cooperating in an investigation will be subject to disciplinary action, up to and including termination.

All passwords to Township accounts must be maintained by the Employee authorized to use
the account and be recorded with the Township Clerk. Authorized Employees or Township Officials
shall not change the password unless authorized.

l. Content Uniformity- The Township logo shall be uniformly used in social media posts for
Township events, activities, information, and any other authorized content across all
platforms and accounts. All material posted by the Township should clearly indicate that it is
being posted/distributed by the Township.

2

products not associated with the Township in a way that implies they are endorsed or affiliated
with the Township.

General Requirements for Social Networkins Activities

Do Not Soeak for the Townshio Unless Authorized

Confidential and Proprietan lnformation

Retaliation Is Prohibited

Requirements for Social Networkins Activities for
Authorized Townshio Emolovees and Townshio Ollicials

Passwords

Townshio Account Content and Resoonsiveness to Social Media Posts



2. Township Accourt Monitoring- Authorized Employees will be responsible for removing
comments to posts, or deleting content on Township accounts which does not conform with
either this Social Media Policy or the Policy for Public Comment.

3. Responding to Media Posts- In an effort to serve the public, and create an open channel of
communication, the Township will respond to posts as soon as possible during the business
hours ofthe Township.

ln the event ofan emergency (weather, natural disaster, etc.), where providing information to
the public quickly and accurately is ofthe utmost importance, the Township Supervisor, Clerk,
Treasurer. Fire Chief. or his/her designee, will post information addressing the emergency.

Should the Employee or Official leave the Township for any reason, the individual's prior
authorization to use Township accounts shall terminate immediately, and the individual will
immediately cease access to any and all accounts.

Social Media Policv Receipt and Acknowledement

I have received a copy ofthis policy to review, and I agree to comply with the Social Media
Policy or any future revision.

Sign and date the receipt below and retum it to the Human Resources Department. A copy
will be placed in your personnel file.

Employee/Official Name

3

Employee/Offi cial Signature

Date:

4. Appropriate Channels for Posting Approval- All postings shall be approved through a
process agreed upon by the Supervisor, Clerk, and Treasurer. Department Heads will submit
content for review and posting as needed. Department Heads are responsible for the content
and necessary edits or additions.

Emergency Information Posts

Senaration


